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ABSTRACT

There have been the cases in which mobile messenger data cannot be seized at the crime scene due to the damage to
the smartphone or the unlocking fail of the password. Investigation authorities are trying to devise many solutions such as
decryption, and securing of backup data. However, it is running up against technical limitations. So, in this study, we
conducted the experiment to seize the USIM from the suspect’s smartphone and insert it into the investigator’s smartphone
to extract the messages. The result of the experiment confirms that, while Telegram messages can be secured messages that
were not deleted even if 3 days have elasped after sending it, KakaoTalk messages cannot be acquired after 3 days. But,
KakaoTalk message can be secured except for selectly deleted messages for all chat room participants immediately after
sending and deleting the messages. The search and seizure using a USIM is the legal considering the warrant execution
procedure, not a violation of jurisdiction, and the sending and receiving data. But to minimize the abuse, the court needs to
review the way of search and seizure, the data beyond the scope of the warrant should be excluded , and the receipt of
messages needed to be strictly controled after the execution of warrant.
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Table 1. Information Stored in USIM

Subscriber Info | Service Info | Security Info
USIM Serial N(Izbgg/“;gng‘? Ciphering Key
Number(ICCID) SDN) (Ke)
International Message Ciphering
Mbhile Subscriber (SMS E?\/IS) Key Sequence

ID(IMSI) ' Number
Mobile Station

International Speed Dial Authentication

Subscriber (EFICI/EFOCI Key

Directory Number /EFADN) (Ki)

(MSISDN)

Temporary .
Ml Susarer | EE0, -

ID(TMSID)

Mobile

Subscription B ~
Identification
Number (MSIN)

Mobile ~ _

Network Code
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Table 2. Data Storage Methods by Table 3. Configuration of Devices Used in the
Application(8) Experiment
. . Data Storage Device Model 0s O | ez | Lzl Use
Application Version Tocal/Cloud Ver. Ver. Ver.
C ou .
Wt Local Sarver Gﬂ(lgﬁ_ﬁ‘;%ellgf(} Android| 10 | 7.3.1 9.1.7 | For suspects
Line 9.16.6 O V50 ThinQ . For
(LM-V500N) Android |10 7.3.1 9.17 investigators
Wechat 7.0.8 ©) Phone 12
iPhone T0 . _
WhatsApp 219100 0 (A2407) iOS 14.3 7.3.1 9.1.7 For suspects
s e) iPhone Xs . For
Discord 3.1.5 (A2097) 108 142 7.3.1 917 investigators
FB Messenger 236.0 @)
HangOut 26.0.1 o S0 3lu, 2 gty A 715 £E e
Instagram | 1140 0 BN 57 HAAA Fee Ak W2 o
KakaoTalk 8.5.7 °) o] A dezale Jul tishlal BodeA
Skype 8.52 © B ERE WAA Age] sPssA, Tt
Telegram 5.12 O AE O]E_E]{'— F/]i /\]_;( /K]— ‘%‘ 57].;(]9] “ﬂ/‘]
TikTok 8.3.0 O Am AL 7Pkt
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Example of Telegram Data Generation in

Suspect’s Android(above) & i0S(below) Device
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Fig. 2. Example of KakaoTalk Data Generation
in Suspect's Android(above) & i0S(below)
Device
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Table 4. Result of Telegram Experiment One: Messages Acquired from Android OS and iOS Device

(Within a Day)

Message Type
Chat Type Message state & Focord | Record
Deletion Type Text | Emoji | Link | Image | Video | File | Location | Contact oo cor
Audio | Video
Remaining Messages O (0] (0] 0O O O O @) O O
All Messages
(For the Other X X X X X X X X X X
Person & Me)
1:1 All Messages X X X X X X X X X X
Chat Room |_ Delete ikl
Messages | Selected Messages
(For the Other X X X X X X X X X X
Person & Me)
Selected Messages
(For Me) X X X X X X X X X X
Remaining Messages 0] O O 0 0] ) 0] 0]
All Messages
Group (For Everyone) X X X X X X X X X X
Chat Room | pglete | Selected Messages
Messages | (For Everyone) X X X X X X X X X X
Selected Messages
(For Me) X X X X X X X X X X
Remaining Messages X X X X X X X X X X
Secret All Messages
Chat Room| pglete (For Everyone) X X X X X X X X X X
(1:1) Messages
Selected Messages X X X X X X X X X X
(For Everyone)
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Fig. 3. Example of Telegram Data Acquisition
using a USIM in Investigator's Android(above)
& i0S(below) Device

oz} AutEZ|A 7171 eES] Zb sl <l
Hek "gaE o|REE, 3, dHz, A, N F
C 1AL A EIAIAL AR, JJra‘ w21 %]
A2 E Bl AlA] AbA]T HbH o2 AhA]



R o

=24 (2021, 4)

203

Table 5. Result of KakaoTalk Experiment One: Messages Acquired from Android OS and iOS Device

(Within a Day)

Message Type
Message State & -
Chat Type A . . .| Voice
Deletion Type Text | Emofi | Link | Tag | Image | Video | Call |Clendar |Location| " |Confect| File
Remaining Messages (0] (0] (0] (0] (0] O 0] ) ) ) ) )
All Messages
(For Me) O O O O O O 0] ) ) 0] ) )
11 Delet Selected Messages
Chat Room |~ ®*° | (For the Other A A A A A A A A A A A A
6583885 | person & Me)
Selected Messages
(For Me) 0] 0] 0] O 0] 0] 0] 0] 0] 0] 0] 0]
Remaining Messages O O O 0} 0 ) 0O 0O ) @) 0] 0]
Alpiossages 1 0| olo|lo]o|o|oflo]o|o|o]|o
'or Me)
Group
Chat Room| Delete | Selected Messages A A A A A A A A A A A A
Messages | (For Everyone)
Selected Messages
(For Me) O O O O O O 0O 0] ) ) 0] )
Remaining Messages X X X - X X - - - - - -
Secret
Chat Room All Messages X X X B X X ~ B B - B ~
(1'1 & Group)| Delete (For Everyone)
Messages | gelected Messages
(For Everyone) X X X - X X - - - - - -
# A Impossible to check content, but can check deletion
- @ Unsupported message type
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Fig. 5. Example of KakaoTalk Data Acquisition
using a USIM in Investigator's Android
OS(above) & iOS(below) Device
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